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1
Decision/action requested

Proposes a new key issue on PARLOS security.
2
References

[1]
3GPP TS 23.715 “Study on System enhancements for Provision of Access to Restricted Local Operator Services by Unauthenticated UEs”
3
Rationale

Current SA2 study in [1] has a key issue on the level of security as follows:
5.7
Key Issue #EPC-7: Level of security

The solution shall have a level of security, which should not be less than that which is currently applied to existing equivalent network access methods (e.g., unauthenticated emergency calling).

Since the unauthenticated emergency call does not provide any security it is very difficult to provide less than nothing. PARLOS service may include sensitive data to be transported over the mobile network to the PARLOS service at a later stage, so that it would be beneficial to establish a security association similar to normal operation between the UE and eNB and between UE and MME for NAS messasges in order to limit man in the middle attacks and eavesdropping of information. 

4
Detailed proposal

The proposal is to include the following key issue in TR 33.815:
Begin of changes

X.Y
Key Issue #1: PARLOS Security

X.y.1
Issue Description
PARLOS service can be used when the UE does not have sufficient credentials with the serving network that offers PARLOS services and the UE supports attaching to such a network. The system requirement on the minimum security is no security, but this has implications on for the end user if she exchanges sensitive information like credit card numbers and if an eavesdropper can listen to the full unprotected communication between UE and eNB. 

X.y.2
Threat Description

Eavesdropper may be able to listen to the unprotected communication until transport layer security or other application layer security is enabled. Man in the middle attacks are easy since no encryption is used on the air interface.
X.y.3
Security Requirements

The UE and the MME shall protect the NAS signaling-for PARLOS services.
The UE and the eNB shall protect the AS signaling for PARLOS services.
End of changes

